verian'/

ONLINE HARMS PILOT STUDY

Understanding susceptibility
to online harms among
Australians

A pilot using a high-fidelity simulated social media
environment to measure areas of vulnerability and identify
groups with higher levels of susceptibility to influence.

Robert McPhedran
Chief Client Officer, APAC - Verian Group June 2026



UNDERSTANDING SUSCEPTIBILITY TO ONLINE HARMS AMONG AUSTRALIANS

EXECUTIVE SUMMARY

Australia’s population is widely exposed to
online harms

As has been extensively discussed, mis/disinformation and online harms are
an acute threat to our society. This study aimed to build upon the existing
body of evidence by answering a direct question: when Australians browse
harmful content in a simulated social media feed, what do they actually do?

To answer this question, Verian built a high-fidelity simulated social media platform -
closely resembling a real feed - and embedded it within a 20-minute online survey of 1,251
Australian citizens and residents. Rather than asking people how they think they would
behave, we observed what they actually did: what they ‘liked’, ‘loved’, ‘shared’, ‘hid" and
‘reported’. We paired these behavioural measures with demographic measures and
established psychometric instruments to identify who is most vulnerable, which content
most effectively farms engagement, and what protects against harm.

o ° o °
=
85% 1in 10 79% 1in 4
exposed to online harms personally affected by would not know where to reacted positively to
in the past three months technology-facilitated seek help after image- Islamophobic content
abuse based abuse
What we found

Exposure to online harms is near-ubiquitous, and susceptibility is real with a clear
demographic and psychographic fingerprint. Within the simulated feed, a majority
positively engaged with harmful content - that is, they ‘liked’, ‘loved’ or ‘shared’ posts
spanning disinformation, deepfakes, scams, doxxing and ‘manosphere’ material. Perhaps
most strikingly, one quarter of participants ‘liked’ or ‘loved’ an explicitly Islamophobic post,
with similar proportions engaging with other Islamophobic posts - suggesting that race
and/or religion may be a social fault line open to exploitation by bad actors.

Susceptibility varies by age and by a measurable psychological trait: cognitive reflection.
Notably, there were few significant differences across geographies - susceptibility is
broadly distributed across the country, suggesting a large and pressing national issue
rather than a localised one. Participants scoring higher on the extended Cognitive
Reflection Test were significantly more likely to take defensive actions (‘blocking’, ‘hiding’,
‘reporting’). Given that literature suggests cognitive reflection can be enhanced via training,
this points to a concrete, evidence-based lever for intervention.

Why this matters. The findings of this study establish both a baseline and a method for
future work. Beyond the headline prevalence figures, the study demonstrates a replicable,
ecologically valid approach to measuring online-harm susceptibility - and to evaluating
the interventions designed to reduce it.
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BACKGROUND

The gravity of the problem

Mis/disinformation and online harms are an acute threat to our society, with
broad outcomes spanning the propagation of conspiracies, polarisation,
violence and the erosion of mental wellbeing.

The spread of mis/disinformation is considered one of the greatest threats to global
stability, with online harms such as doxxing and bullying also compromising our online
safety. In response to this looming threat, governments have taken strong steps in policy
and public education to combat the rise of mis/disinformation and online harms - from
social-media access restrictions and legislative reforms creating new offences for
publishing or distributing a deepfake during an election period, to public-awareness
campaigns that use generative Al to expose the deceptive tactics criminals use to target
victims.

Despite such policy and public-education efforts, gaps in Australians’ digital and
information literacy skills persist. This study was designed to understand such gaps using a
novel, empirical method. It aims to:

e Identify users who are particularly vulnerable to mis/disinformation and online harms.
o Identify the post types that are most likely to generate engagement.

e Understand the psychological antecedents to engagement with harmful content.

All these questions were answered via the use of a simulated social media platform that
captures behaviour rather than stated intention.

o0
We cannot totally fence off this vast digital ocean, but we can equip

young people with essential survival skills to not just keep their heads
above the waves, but to thrive and stay safer.

eSafety Commissioner - National Press Club address

Veriani



UNDERSTANDING SUSCEPTIBILITY TO ONLINE HARMS AMONG AUSTRALIANS

BACKGROUND - EXPOSURE

Exposure to online harms is already near-
ubiquitous

A majority of the sample had been exposed to online-harm-related content
in the past three months - with scams, hate speech, deepfakes and trolling
most commonly observed.

85% ~50%

of the sample exposed to at least one online harm exposed to trolling, hate speech or deepfakes
in the past three months individually

Trolling 50%

Cyberbullying / harassment _ 42%
Sexual [ racial discrimination _ 42%
Misogynistic content _ 37%
Voice clones _ 24%
Pile-on attacks _ 17%
O

Doxxing 16%

0% 10% 20% 30% 40% 50% 60% 70%

Figure 1. Share of the sample reporting exposure to each online harm in the past three months. Base: all participants,
n=1,251. Figures indicative of reported prevalence; ‘any harm’ exposure was 85%.

Exposure showed few significant differences across the country - it is widespread rather
than geographically concentrated, underscoring the scale and urgency of the issue.
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Experimental design and method

A high-fidelity simulation, a representative sample, and
behavioural outcomes captured in situ.
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How the study worked

An overview of the experimental design and flow of the survey is shown
below. Fieldwork ran between 11 and 16 June 2026, with a sample of 1,25]
Australian citizens and residents completing a 20-minute online survey,
sourced from Octopus Group panellists.

Recruitment Pre-experiment Post-experiment
Sample of n=1,25] Provide informed CRT & misinformation
Australian citizens and consent - complete items - full debrief on

residents screening questions which posts were
online harms

Designing for realism

The centrepiece of the survey was a high-fidelity simulation closely resembling a real social
media feed (in the style of Facebook), built with the full suite of user interactions available
to participants (McPhedron etal, 2023). Participants could ‘like’, ‘love’, ‘care’, ‘share’, ‘hide’,
‘report’ and ‘react’ to posts exactly as they would on a live social media platform - allowing
us to capture actual behaviour rather than self-reported intention.
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@ Australians are a deeply conservative,

" insular and fearful people with a
collective delusion that they are
laidback and forward thinking.

The simulated feed: a fully interactive, Facebook-style environment with stories, posts, reactions and reporting tools,
embedded within the survey so behaviour could be observed directly.
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METHOD - SAMPLE COMPOSITION

A broadly representative sample

Parallel quotas on age, gender and location were used to ensure the sample
was broadly representative of the Australian population on these attributes.
The demographic splits within the sample may be seen below.

Gender
Male 49%
Female 51%
Non-binary 0%
Age
16—-24 12%
25-35 19%
36-45 17%
46-55 17%
56-65 15%
66-75 20%
CALD

16% speak a language other than
English at home.

84% speak only English at home. (*any LOTE
spoken at home.)

verian/

Location (state)

NSW
Vic
Qld
WA
SA

ACT [ NT / Tas

Remoteness

Metropolitan
Inner regional
Outer regional

Remote /[ very remote

Disability & First Nations

3% identify as Aboriginal and/or Torres
Strait Islander.

16% have one or more disabilities.

32%

25%

20%

N%

7%

5%

62%

26%

10%

3%
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METHOD - STIMULUS & OUTCOMES

The feed, and what we measured

The simulated feed comprised 21 posts - 8 ‘filler’ posts and 13 relating to

online harms - presented in random order to eliminate ordering effects, with

randomly generated engagement counts.

13 online-harm posts

Misinfo (vaccines)

Misinfo (hantavirus)

Misinfo (Islam)

Manosphere (Andrew Tate)
Misinfo (politics, immigration)
Doxxing (Osman Farugqi)
Misinfo (politics, spending)

Al tools for non-consensual intimate imagery
Misinfo (politics, Islam)
Financial scam

Al chatbot software

Doxxing (dating)

Manosphere (looksmaxxing)

Behavioural outcomes

8 filler posts
Sport

Food

Public transport
Weather
Financial news

Public health

Cost-of-living meme

Topics covered

Islam, gender, vaccination, hantavirus and
financial scams - spanning the principal
vectors of contemporary online harm.

We grouped the captured behaviours into two categories that run in opposite directions:

Harmful engagement

Positive emoijis (‘liking’, ‘loving’ or
‘caring’); ‘sharing’; ‘saving’ harmful posts
- behaviours that amplify harmful
content.
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Protective actions

‘Hiding’, ‘reporting’ or ‘blocking’ harmful
posts (and ‘angry’/'sad’ emojis) -
behaviours that suppress harmful
content and signal resilience.
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Key results

Who engages, who protects, and the trait that predicts resilience.
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RESULTS - HARMFUL ENGAGEMENT

Most people positively engage with few posts -
a minority drives the harm

Across the 13 harmful posts, the typical participant engaged positively (‘like’,
‘love’, ‘'save’ or ‘share’) with only a few posts. However, the distribution of such
reactions has a long tail: a meaningful minority engaged with many posts.

66-75
n=254

56-65
n=188

46-55
n=213

36-45
n=215

25-35
n=231

16-24

n=147

0 2 4 6 8 10 12

Number of harm posts engaged with via like, love, save or share (of 13)

Figure 2. Distribution of harmful engagement across the 13 harm posts, by age group. Each dot is one participant; the
curve shows the density; the ringed marker is the group mean. Means rise modestly with age (2.61-3.36). Base: n
shown per group; those aged 75+ (n=3) are omitted as the base is too small to interpret.

In general, older adults react more positively to harmful posts than younger adults. Average
engagement rises from around 2.6 posts among 16—-24 year-olds to 3.4 among the 66-75
group. Controlling for demographics, men and women engaged at similar rates.

However, the more important feature of interaction is the shape of distributions: most
Australians engage with few posts, while a ‘long tail’ of more susceptible users exists in
every age band (‘super-sharers’). With this result in mind, interventions aimed at ‘super-
sharers’, rather than the average user, are likely to deliver the most impact.

verian/ n
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RESULTS - PROTECTIVE ACTION

Protective behaviour is more common - and
peaks in mid-life

On the other hand, protective actions (‘hide’, ‘report’, ‘block’, or an
‘angry’/'sad’ emoiji) were more frequent than harmful engagement, and
followed a different age pattern - strongest among the 56-65 group,
weakest among the youngest adults.

66-75
n=254

56-65
n=188

46-55
n=213

36-45
n=215

25-35
n=231

16-24
n=147

1] 2 4 6 8 10 12
Number of harm posts (of 13) acted on protectively (hide [ report [ block)

Figure 3. Distribution of protective actions across the 13 harm posts, by age group. The 566-65 group is the most
protective. Base: n shown per group; 75+ omitted (n=3).

Read together with Figure 2, the two behaviours are clearly distinct, and highlight unique
behavioural patterns that evolve with age. Younger groups are less likely to engage with
harmful content, but are also less likely to report it. This divide suggests that age-
dependent interventions are required — for younger people, behavioural interventions to
drive protective behaviours; and for older users, building individual resilience.
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RESULTS - COGNITIVE REFLECTION

A measurable trait separates harm from
protection

Cognitive Reflection Tests (CRT) measure individuals’ ability to override an
intuitive-but-wrong answer (Frederick, 2005; Toplak et al,, 2014; Thomson &
Oppenheimer, 2016). Low CRT scores have been associated in the literature
with vulnerability to mis/disinformation (Pennycook & Rand, 2019),
conspiracy belief (Swami et al,, 2014) and phishing susceptibility (Jones et al,,

2019). In this study, we note that as CRT scores increase, protective action
climbs and harmful engagement falls.

@ Harmfulengagement @ Protective action

7 227 @ @ 3.44

6 263 @ @ 4.70
5 250 @ @ 4.82
4 2.50 @ @ 4.47

3 291 @ @ 4.55

CRT score (0-7)

2 328 @ @ 3.83
1 341 @ @ 3.77

0 2.65 @@ 3.1

(o} 1 2 3 4 5 6
Mean number of harm posts (of 13) acted on

Figure 4. Mean harmful engagement (orange) and protective action (teal) by CRT score (0-7, seven items). At the
lowest reflection level harmful engagement exceeds protection; this reverses and widens as reflection rises, easing
only at the top score (n=41). Base: n shown per score. CRT after Frederick (2005), Toplak et al. (2014), Thomson &
Oppenheimer (2016).

At a CRT score of zero, harmful engagement (3.1) exceeds protective action (2.7). From a
score of one or more, the ordering flips: protective action pulls ahead and the gap widens
to its maximum around scores of three to five (for example, 2.5 vs 4.8). Put simply, it
appears that cognitive reflection moderates susceptibility. Further, given that cognitive
reflection can be fostered at an individual level, it can be a concrete target for future
intervention (whether through digital-literacy programmes that build reflective habits or
platform-level friction that prompts deliberation before engagement).
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RESULTS - TECHNOLOGY-FACILITATED ABUSE

Awareness of technology-facilitated abuse is
high; help-seeking confidence is not

Almost 9 in 10 participants were aware of at least one form of Al-facilitated
abuse (86%), with awareness highest for deepfakes (82%). However, this
awareness does not directly translate into knowing what to do when abuse
occurs.

86% 10% 79%

aware of at least one form of personally affected by TFA, would not be confident where
technology-facilitated abuse directly or indirectly to go for help if affected

Sextortion _ 46%
Non-consensual intimate imagery (NCII) _ 46%

0% 20% 40% 60% 80% 100%

Figure 5. Awareness of each form of technology-facilitated abuse. Men were significantly more likely than women to
have heard of deepfakes (87% vs 77%) and nudify apps (47% vs 38%). Base: all participants, n=1,251.

One in ten participants had experienced TFA directly or indirectly, with rates highest among

those aged 16—-24 (20%) and 25-35 (16%). Yet if faced with a sexual image created or
shared without their consent, 79% would not be confident where to turn.

Implication for policy

The gap between awareness and help-seeking confidence suggests that further
‘signposting’-style public communication is warranted. Given that such campaigns
already run, the issue may be one of reach or call-to-action salience rather than
absence.

verian/
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RESULTS - POLICY ATTITUDES

Strong public appetite for regulatory action

A strong majority within the sample support measures to reduce
technology-facilitated abuse - including fining and punishing platforms,
restricting access through bans, and criminalising the creation of this
content.

Ban nudify apps . 6% 16% 73%
Platform liability for hosting . 7% 20% 67%
Criminalise creation . 6% 19% n%
Cut services to nudify sites l 7% 17% 72%

Regulator can fine platforms 6% 17% 73%

M strongly oppose [l Oppose Neither [l Support [l Strongly support

I Figure 6. Support for policy, regulatory and legal measures addressing TFA. Base: all participants, n=1,251.

All five measures received robust support from the Australian public, with the banning of
nudify apps and the power for a regulator to fine platforms attracting the strongest
backing. For digital policymakers, regulators and communicators, this combination
represents an interesting proposition: a harm that is widespread, high levels of recognition
of the threat that it poses, and a population that actively wants intervention.

verian/
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Conclusions

What the pilot establishes about Australians’ susceptibility - and
the levers it points to.
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Widely exposed, measurably susceptible

Within this study’s sample, a majority had been exposed to online harms in
the past three months. Scams were by far the most common, followed by
trolling, hate speech and deepfakes - each at around half the sample.

In the experiment, many participants engaged positively with harmful content. However,
most engaged with only a handful of posts while a minority - ‘super-sharers’ - engaged
heavily. Engagement spanned disinformation, deepfakes, scams, doxxing and
‘manosphere’ material. Awareness of technology-facilitated abuse was high (86% aware of
at least one form); however, help-seeking confidence was low: 79% would not be confident
where to turn if affected.

SUSCEPTIBILITY TO ONLINE HARMS - THE CASE OF ISLAMOPHOBIA

One quarter of participants liked or loved a post stating “they

must go - no Muslims.”

This level of engagement with explicitly Islamophobic content suggests race and/or
religion may be social fault lines open to exploitation. If such engagement holds at a
population level, it points to a vulnerability that bad actors could seek to exploit.
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CONCLUSIONS - INTERVENTIONS

Age-specilic behaviours

In the social media simulation, younger participants had a passive
behavioural footprint, distinct to that of older participants. Based on the
results of this study, younger groups are less likely to interact with harmful
content, but are also less likely to report or block it.

This suggests that age-specific interventions are required. For younger people, behavioural
interventions to drive protective behaviours are required; while for older users, interventions
that aim to reduce positive engagement and build individual resilience should be
considered.

Cognitive reflection is the clearest
psychographic lever

Participants with lower reflection engaged more harmfully and protected
themselves less; those with higher reflection did the reverse.

Because reflection can be trained, this is a concrete target for intervention - whether
through offline digital-literacy programmes, or the introduction of friction in platforms to
prompt deliberation before engagement.

Conclusion

This study is one of the first to use a simulated social media feed to
measure Australians’ vulnerability to online harms.

It serves as a methodological pilot - establishing both a baseline and a replicable,
ecologically valid method that may be built upon in future studies and evaluations.
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